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Abstract:

In this paper, we present a comprehensive taxonomy of the most popular authentication

mechanisms, the main threats, vulnerabilities, the possible types of attacks and the security issues that are
associated with computer systems. Our main contribution is to analyze the architecture of the current
security environment from all aspects and to make a comparative assessment of different authentication
methods in order to identify and develop a scalable and reliable mechanism that must deal with multi-
level security and strong authentication requirements. We propose hybrid methods of authentication,
which combine and integrate biometric technologies with cryptographic asymmetric algorithms, elements
that play a vital role in the field of information security and aim to resolve the shortcomings of traditional
methods of authentication and enhance the level of security.
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1. INTRODUCTION

In the current security environment, where the typology of
threats is diversifying due to digitalization in most fields of
activity, the mechanisms of identification and authentication
represent a significant problem in ensuring network
information security, becoming soon a critical element in the
operation of software applications and information systems,
which will impose the need to quickly develop robust,
adaptable, scalable and reliable defense mechanisms to
mitigate the negative implications associated with cyber-
attacks and privacy issues in different technologies.

Security represents the main concern in terms of ensuring a
protected flow of information in a possible aggressive
environment and the implementation of this goal can be
achieved through the three pillars of the CIA triad -
confidentiality, integrity and availability, as stated in
(Boonkrong, 2021). The security model based on the CIA
triad, often represented as a triangle, involves the
interconnection of the three principles in a unitary system to
ensure a secure [T infrastructure within an organization.

Confidentiality is the property of information, services or
resources of computer systems not being available to
unauthorized persons or processes. Data confidentiality can
be ensured through the application of cryptographic,
symmetrical or asymmetric algorithms and access control
lists — ACL.

Integrity is the property of maintaining the accuracy of the
information, services or resources of the information systems
transmitted, processed or stored and preventing any
modification in an unauthorized manner. Data integrity can
be achieved by generating values of hash cryptographic
functions, using access control lists — ACL, as well as

11

implementing backup procedures and configuring appropriate
redundant systems.

Availability is the property of information, services or
resources of information systems being accessible only to
authorized persons or processes on time, while ensuring that
the system has full tolerance and balancing of tasks in the
event of a security incident or disaster. To improve the
availability of existing data in the system, fault-tolerant
technologies can be used, such as simple virtualized or
hybrid RAID storage technologies, represented by dedicated
hardware devices for protection against downtime and
inaccessible data, redundant sites or access control
mechanisms.

The main objective of this research is to develop an analysis
of the main countermeasures against attack vectors on
authentication mechanisms and to identify a hybrid
authentication model based on multiple authentication
factors, to secure access to computer networks and achieve
the confidentiality, integrity and the availability of the
information.

2. TAXONOMY OF AUTHENTICATION

MECHANISMS

Authentication mechanisms are the rules designated for
interaction and verification that the endpoints (laptops,
desktops, phones, servers, etc.) or systems use to
communicate. The more the user's need to access as many
applications as possible increases, the more standards and
mechanisms diversify. Selecting the right authentication
mechanism is essential to ensure secure operations and
compatibility of use.
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Fig. 1. Taxonomy of authetication levels

According to security experts, the implementation of an
authentication process comprises, in principle, one of the
three main factors, namely "Something you know",
"Something you have", "Something you are" (Boonkrong,
2021).

The first authentication factor "Something you know" is
based on the user entering a stored item in the system to
prove their identity, a good example of this being a password,
a passphrase, a PIN code or the answer to a secret question,
used to prove ownership of identity. Password-based
authentication schemes, although the most common method
of authentication, is no longer considered a very secure
method. This is because they are susceptible to many types of
attacks, such as password guessing and password dictionary
attack. An alternative to confidentiality and enhancing
security in using unique passwords are the cryptographic
hashes functions MDS5, SHA 256, SHA 512, Tiger 128 and
the salting techniques (Aumasson et al., 2014), as presented
in the table below:

The second authentication factor "Something you have"
requires the user to have a physical object, such as a digital
certificate, digital signature, smart card or an authentication
hard/soft token.

Table.1. Implementation of salting and hashing functions

The main advantage of using an authentication token, either
synchronous or asynchronous, is that the user's password
changes each time he logs in. This method is known as a
unique time-based password or TOTP for the synchronous
symbol and a unique hash-based password or HOTP for the
asynchronous symbol, both of which substantially reduce the
risk of passwords being guessed by attackers (Mayes and
Markantonakis, 2017). This form of human authentication
removes the problem of forgetting something you know, but
they are vulnerable due to the possibility that they may be
lost or stolen, cloned or copied, which creates a significant
security breach in a network.

The third factor "Something you are” is represented by the
biometric authentication that works by comparing the real
characteristics of the user with the data stored in a database to
determine the veracity of the applicant's features. Biometric
elements commonly used for authentication purposes are
based on the two main categories, as follows (Li and Jain,
2015):

1. Physiological biometrics is the verification of a person's
physiological characteristics such as fingerprint, face, palm,
hand geometry, ear, retina, iris, brainwave and odour
techniques.

2. Behavioral biometrics consists of checking a person's
behavioral characteristics such as voice, handwritten
signature, social media usage pattern, typing pattern
(formerly known as keystroke dynamics), heartbeat, and gait
pattern (or gait).

However, only the fingerprint, retina and iris are considered
truly unique elements of authentication. With the
implementation of the concept of digitization in the main
fields of activity of society, the typology of biometric

authentication methods have diversified, in the sense that
new methods have emerged, such as signature dynamics and
typing  model  (formerly known as  keystroke

. Criptographic . . Criptographic
2::3][015 d hash function Cfflg’:gﬁflaggtz l;iszh hash function
p SHA 256 Tiger 128
B3248F21D6B838390
s DIORIDIADCO
BCBC4B677D9C 30A845104850EB3C6 807B40B5C373
Information  749F50DEBFBE1 04792E1BAAA
3C3BF2BBC091F30A
9FFC33BDFC668 24431A0D3
B1E592789E630 C3B34CFCDS571F5384
4DD7FE737E9CA6D9
9179CFAFDAEA0

dynamics)(Nirmal et al., 2022).
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Fig. 2. Taxonomy of biometric authentication mechanisms
(Jain et al., 2008)

Although biometric methods have grown exponentially, there
are a few concerns about ensuring the security and
confidentiality of information conveyed, regarding the
vulnerabilities of the biometric databases and the cross-
matching process, where the same biometric features are used
for authentication in all systems and networks and are
exposed to credential theft attack. This implies that if an
attacker obtains a person's biometric information, they may
try to use that information in a biometric authentication
process and other applications or systems, a situation known
as cross-matching.

3. ATTACK VECTORS

Analyzing the authentication process from the security point
of view, there are three critical points that can make it
vulnerable. When the user enters the access credentials, they
could be attacked by a script or a potential attacker.
Similarly, when access credentials are transmitted over a
communications channel: wire, radio, wireless, they could be
intercepted by a potential attacker. Finally, when access
credentials are compared to database entries, they could be
modified to achieve successful penetration.

Taking into account these three critical points, we focus on
presenting the main types of attacks on authentication
mechanisms, correlate with the affected security objectives
and we proposed a series of countermeasures that could be
implemented to defend against this attacks and to protect the
systems.

Default

passwords Confidentiality

Use unique
authentication password
Force users to change
their default passwords
through security policy
settings

Password

. Confidentiality
guessing

Use passwords with a
high level of entropy
Avoid the use of
previous passwords

Theft of
credential
access

Confidentiality

Use different
authentication
passwords for different
accounts

Apply multi-factor
authentication
(2FA/MFA)

Use of CAPTCHA
mechanisms

Dictionary

attacks Integrity

Use of salting defense
techniques

Replay attacks Integrity

Use of OTP (Example:
Lamport Schema — one-
time password
generation scheme)
Application of a
challenge and response
mechanism

Exhaustive

Integri
searches grity

Use authentication
passwords with a high
level of entropy
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network security
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attempts in case of user
authentication

Man-in-the-
Middle

Confidentiality
Integrity

Use of asymmetric or
symmetric encryption
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Use a Virtual Private
Network (VPN)

Impersonation
/masquerade/
cloning

Confidentiality

Apply multi-factor
authentication
(2FA/MFA)

Develop and implement
security policies

Potential Affected
threats to security Countermeasures
authentication objectives

SQL Injection Integrity

Apply multi-factor
authentication
(2FA/MFA)

Use cryptographic hash
functions for passwords
Use protection tools
such as web firewall
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increases exponentially when two or more factors are applied
as part of the identity verification process and a hybrid
authentication method is adopted.

To implement an efficient hybrid authentication method in a
system, it is necessary to have a SWOT analysis, so that a
development plan can be elaborated in which to take into
account its strengths, eliminate the weaknesses, to exploit
effectively the opportunities that have arisen and that allow

Use unique and
complex authentication
passwords

Block accounts after a
limited number of failed
authentication attempts
Apply multi-factor
authentication
(2FA/MFA)

Use encryption
mechanisms

Brute force

attacks Confidentiality

Use unique and
complex authentication
passwords

Using SSL certificates
for websites

Use a Virtual Private
Network (VPN)

Phishing Availability

Implement an
"Application
Whitelisting"
mechanism

Log monitoring using
the Security Incident
and Event Management
(SIEM) solution
Develop and implement
security policies

Malware Availability

Use protection tools
such as IDS/IPS,
NGFW-Next
Generation Firewall
Use a Virtual Private
Network (VPN)

APT -
Advanced
Persistent
Threat

Availability

Fig.3 Measures to counteract attack vectors (Cyber defense
mechanisms, 2021)

4. HYBRID METHODS OF AUTHENTICATION

The main objective of authentication mechanisms is to ensure
the protection of information against unauthorized access to
any computer network or security system. Single-factor
authentication proved to be vulnerable to attack vectors, and
to prevent these attacks, a mature, high-security
authentication scheme is needed to support the dynamic
profile of users in various applications. In this respect, the
level of protection for the access control mechanism

counteracting the possible threats.

Table. 2. Analysis of authentication methods

STRENGTHS
1.Establishing the user
identity trying to access a
system
2.Ensuring the protection of
information against
unauthorized access
3.Ensuring control of access
to information resources of
systems
4.Simplifying the
authentication process by
adopting innovative
mechanisms such as
biometrics, cryptographic
algorithms, artificial
intelligence, One Time
Password, compared to
classical password-based
methods

OPPORTUNITIES

1. Reducing the losses
caused by security incidents
through unauthorized access
to information resources

2. Digitization of activities in
various fields of activity
through the implementation
of new information
technologies

3.Monitoring and auditing of
events in computer systems
and networks

4. Educating staff on
computer security issues
5.Raising users' awareness of
the need to secure online
information

WEAKNESSES
1. Insufficient development of
communications and IT
infrastructure
2. Use of unprotected data
channels
3. The implementation of
hardware / software for
additional security is costly in
the process of acquisition and
maintenance
4. Addiction to hardware and
software can cause inactivity
due to technical malfunctions
5. Manipulation of the human
factor through social
engineering techniques
6.Security policies that are not
in line with current operational
requirements.

THREATS
1.Diversification and
complexity of attack vectors in
the current security
environment
2. Lack of security updates for
operating systems and software
applications may cause
security breaches
3.Theft of credentials access
and unauthorized intrusion into
the system
4. The superficiality of the
human factor in auditing logs
and monitoring network events
5. Natural disasters, human
intervention (sabotage,
vandalism) and emergencies
(fires, explosions) that affect
the availability of information
systems.

The multi-factor hybrid authentication mechanism can be
seen as an extension of two-factor authentication and can
increase the level of security for access control mechanisms
due to the higher number of factors required to verify a
person. As the name suggests, multi-factor hybrid
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authentication is an authentication process that uses two or
more authentication factors which can include the factor -
something you know, the factor - something you have, the
factor - something you are. It is now considered a de facto
standard for any system that requires strong security.

To be able to use a secure authentication scheme to ensure
the confidentiality and integrity of information in the
authentication process and to counteract various types of
attacks, a several cryptographic algorithms can be applied, as
presented in fig. 4 (Masdari and Ahmadzadeh, 2016). Also a
viable alternative in supplementing security measures within
the authentication mechanisms is the implementation of the
following relatively new factors: the time factor that
authenticates a person based on the assumption that their
connection behavior takes place within a well-defined time
frame and the location factor that authenticates a person
based on their physical location, generated especially by IP
address or GPS technology (Halak, 2021).

CRIPTOGRAPHIC
ALGORITHMS
v v k4
Asymmetric encryption
algorithms HASH functions
Symmetric encryption RSA SHA 256, 384, 512
algorithms ECC SHA 3
DES, 3DES ECDSA BLAKE 2
AES ECDH TIGER
Blowfish Diffie-Hellman MAC
El Gamal HMAC
Homomorphic encryption

Fig.4 Improving authentication through cryptographic
algorithms

In our project, we propose the implementation of a modern
type of asymmetric encryption algorithm, such as fully
homomorphic encryption algorithm BGV (Brakerski-Gentry-
Vaikuntantan), in order to protect biometric templates, used
to identify and authenticate a user according to data
protection legislation such as the European’s Union General
Data Protection Regulation (GDPR), which provides strict
guidelines for the This encryption algorithm, defined by
polynomial rings use a public key for encryption and a
private key for decryption and ensure the protection of
sensitive data in computational tasks with multiple
participants. It allows us to perform different operations on
the encrypted data itself without having to decrypt it.

As stated in (Acar et al., 2019), the algorithm of encryption
comprises the following operations:

a) Key generation

This probabilistic algorithm takes into consideration two
inputs, security parameter A, a number that represents the
security level of the algorithm and auxiliary input o, and
outputs a key triple (pk, sk, ek), where pk is the public key
used for encryption, sk is the secret key used for decryption
and ek is the key used for evaluation. While sk should be kept
private for sensitive data, pk and ek can be shared without
affecting the encryption algorithm.
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The secret key sk is generated as a random polynom, whereas
the public key pk is a pair of polynomials (pk;, pk;),
calculated as follows:

pk; = [—1(a = sk +—g)]q

pka =a
6]
b) Encryption

This algorithm takes as input a message m to be encrypted, a

public key pk and outputs a cipher text ¢, as represented

below:

e, =[pky*u+e +4AM],
ca = [pky *u+e3]g

@
a4

4=
Where 4 is used to scale the message and t

9
During this step, the evaluation key ek is taken as input and
produces an evaluation output. This step is represented by
two main homomorphic operations: addition and
multiplication. Algebraically, they can be expressed as
follows:

Evaluation

EvalAdd(c!, ¢} = ([c] + cflqu.[cd + cg]qg):( cf.cg): c3
EvalMult(c!,e?) = ([ef = e}lg, [ef = cB4ed = eflg [e} = c3lg)
3
d) Decryption
This deterministic algorithm takes a cipher text to decrypt,
a private key sk and outputs the plaintext m.

tle) + ez = sklg
— ¢ =

M

“4)
According to NIST 800-63B standard and the levels of
authentication provided (Grassi et al., 2017), we highlighted
the possibilities of designing and implementing the hybrid
authentication solution using existing methods depending on
the operational requirements of the systems. An imperative
requirement, mentioned in the standard below is a
cryptographically secure communication channel between the
two entities - the user and the service provider to help
maintain the confidentiality of user credentials used for
authentication and the re-authentication process that must be
performed periodically at a regular interval of time regardless
of the user's activity.

Now if we look into fig. 5, it is clear that the hybrid methods
of authentication, corresponding to the highest level of
protection — AAL3 are among the most robust factors of
authentication, that improve the security strength. These
methods are mainly used in institutions that require strict
measures to control physical and logical access, especially in
the military domain and governmental institutions where the
necessity to assure confidentiality, integrity and availability
of information is an essential task.



THE ANNALS OF “DUNAREA DE JOS” UNIVERSITY OF GALATI
FASCICLE 111, 2022, VOL. 45, NO. 1, ISSN 2344-4738, ISSN-L 1221-454X

Level of
C access
Authelill::cztmn according Attack Vectors Letveltf)f
metho to NIST protection
800-63B
Man-in-the-
Middle,
Phishing,
Dictionary
Password AALI attack, Theft of Low
credential
access, Replay
attack, Social
engineering
Man-in-the-
Middle,
Pattern-based AALI1 Phishing, Social Low
authentication engineering,
SQL Injection
Token OTP AALl  Man-in-the- Low
Middle,
FIDO security AAL2 Criptographic Medium
key attacks,
Criptographic Compromlsllng
algorithms/ AAL2 cryptographic Medium
PKI certificates keys
Pattern-based Man-in-the-
authentication AAL2 Middle, Denial Medium
+ password of Services,
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cryptographic
keys
FIDO security Criptographic
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authentication AAL3 .
+ password Persistent Threat
Cript.ographic High
algorithm + AAL3
password
oTP
authentication
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Fig.5 Overview of authentication methods related to
assurance levels [12]

It is worth pointing out that biometric recognition and
cryptographic algorithms are among the best factors used to
provide secure and reliable authentication in the user
authentication process.
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5. CONCLUSION AND FUTURE WORK

In this research, an assessment of the current security
environment is presented, in which the continuous
development of attack vectors acquires new valences, that are
undetectable and difficult to neutralize, requiring the need to
implement additional solutions to secure access to a network
in order to ensure the -confidentiality, integrity and
availability of information.

We propose the implementation of an optimized
authentication system that combine two or more
authentication factors, such as the use of biometric
recognition features and fully homomorphic encryption
algorithm BGV (Brakerski-Gentry-Vaikuntantan), two strong
factors of authentication with a high level of protection, to
reduce the effect of emerging attacks and maximize security.

Thus, one of the future directions of development would be
the design, implementation and evaluation of the technical
solution of an original hybrid network authentication
mechanism by combining biometric methods based on iris
and fingerprint with asymmetric encryption algorithms, to
improve the overall security and accuracy of user network
authentication.
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