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ABSTRACT 

In the last years cyber security has become a relevant issue for the maritime industry. The 

increasing digitalization in the maritime sector enables the remote communication be-

tween the ships and the headquarter company by means of information technology sys-

tems, and most of the operational technology (OT) equipment on board ships exchanges 

online communications data with the shore for monitoring the main functions of the ship. 

Failure the vessel operational technology (OT) equipment on board ship, like the ECDIS 

map for navigation, the steering systems and the main engine controls, has serious conse-

quences. In this article we discussed the vulnerability of different OT equipments on 

board ship, and we highlighted how the hacker can inject some malware that affects the 

hull stress monitoring systems (HSMS), or can easy manipulate the EDI messaging text of 

the load plan (there is still a significant lack of security in the validation of message in-

tegrity) that finally leads to detrimental effects on the the ship’s stability. 
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1. INTRODUCTION  

In these days, the maritime domain be-

comes a critical component of transportation 

and international trade. Statistics show that 

more than 90% of world’s goods are travel-

ling through sea lanes, which makes it crucial 

for the maritime community to understand 

the risks associated with the maritime cyber 

domain. The goods carried by sea, both in 

bulk and packaged, spend long periods of 

time in travel (the time spent during these 

voyages may be from 3 to 10 months), and 

there are various ships with both old and new 

systems. The ships cover in their voyages 

both zones with a very good connectivity or 

isolated ones, even if they have a narrow 

bandwidth for data communications.   

It is known that the manoeuvrability and 

the stability of a vessel in waves are among 

the most important topics to be considered in 

ship design. Ship stability is a topic combin-

ing scientific rigor with experimental testing 

in basin. Ship stability, together with floata-

bility and strength, are the most fundamental 

safety requirements in ship design. 

The calculation of all forces acting on a 
vessel continues to be a challenging but im-
portant aspect of ship hydrodynamics, be-
cause of the large effect of these forces on 
rolling, and the consequent possibility of 
capsizing and loss of the ship. 

The complexity and diversity of vessels’ 
classes results in ships often having different 
operational computer systems installed on 
them.  
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According to the survey made in 2018 
[9] the majority of software updates and 
patches (41%) were received on board by 

satellite. 26% arrived on board by DVD or 
on a memory stick and 29% by both satellite 
and DVD/memory stick. Only 4% were in-

stalled by shore-based IT staff or suppliers. 
It is not to be overlooked that the vast 

majority of operating systems on ships dates 

back to over 30 years ago, so ships may have 

outdated systems, without technical support 

for software and hardware, which are prone 

to cyberattacks.  

The new generations of modern ships 

have many devices with sophisticated equip-

ment. The potential for sensitive technologies 

include the following (see Figure 1 ): 

 

Fig.1. Electronic component on ship under 

cyber risk 

Figure 1 focuses on equipments which 

permit to control the ship. A few of the ship’s 

components look like this: 

 Core infrastructure systems (Ca-

bling, Security gateways, Routers, Wi-Fi 

system, Firewalls, VPN, etc.); 

 Communication Systems, ECDIS, 

AIS, Radar/ARPA; 

 Steering, VDR , GMDSS, 

eLORAN, VTS; 

 Main engine with propulsion sys-

tem;  

 Cargo management systems; 

Nowadays vessels are increasingly using 

systems that rely on automation, digitization, 

digitalization, which call for cyber risk man-

agement on board. In the future, information 

technology and operational technology con-

tinues to develop onboard ships, which are 

(or will be) frequently connected to the inter-

net. All these increase the risk of unauthor-

ized access or malicious attacks to vessels’ 

equipments and networks. [2]. 

Cyber security together with cyber safe-

ty is very important because of their potential 

effect on the ship, company and cargo. Cyber 

security is concerned with the protection of 

IT, OT, information and data from unauthor-

ized access, manipulation and disruption. 

Cyber safety covers the risks from the loss of 

availability or integrity of safety critical data 

and OT. 

 

 

Fig.2. Cyber risk management approach as 

set out in the BIMCO guidelines, 3rd edition 

[2] 

The expert in cyber security gives rec-

ommendation in the last guidelines launched 

in November 2019, which point to the neces-

sity of implementating and maintaining of a 

cyber security management program in ac-

cordance with the approach in figure 2. 

The vessels’ management needs to stay 

engaged throughout the process, to ensure 

that the protection, contingency and response 

planning are balanced in relation to the 

threats, vulnerabilities, risk exposure and 

consequences of a potential cyber incident. 

2. OT SYSTEMS & IT SYSTEMS 

According to Gartner, OT means “the 

hardware and software that detects or causes a 

change through the direct monitoring and/or 

control of physical devices, processes, and 
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events in the enterprise”, and IT is “the com-

mon term for the entire spectrum of technolo-

gies for information processing, including 

software, hardware, communications technolo-

gies and related services and does not include 

embedded technologies that do not generate 

data for enterprise use” [10]. 

 

 

Table 1 Typical differences between IT and OT systems [2]  
Category IT system OT system 

Performance require-

ments 
• non-real-time 

• response must be consistent 

• less critical emergency interaction 

• tightly restricted access control 

can be implemented to the de-

gree necessary for security 

• real-time 

• response is time-critical 

• response to human and 

any other emergency in-

teraction is critical 

• access to OT should be 

strictly controlled, but 

should not hamper or inter-

fere with human-machine 

interaction 

Availability (reliability) 

requirements 

o responses such as rebooting are 

acceptable 

o availability deficiencies may 

be tolerated, depending on 

the system’s operational re-

quirements 

o responses such as rebooting 

may not be acceptable be-

cause of operational require-

ments 

o availability require-

ments may necessi-

tate back-up systems 

Risk management re-

quirements 
 manage data 

 data confidentiality and integrity 

is 

paramount 

 fault tolerance may be less impor-

tant. 

 risk impacts may cause delay 

of: ship’s clearance, com-

mencement of loading/ unload-

ing, and commercial and busi-

ness operations 

 control physical world 

 safety is paramount, fol-

lowed by protection of 

the process 

 fault tolerance is essential, 

even momentary down-

time may not be accept-

able 

 risk impacts are regulatory 

non- compliance, as well as 

harm to the personnel on-

board, the environment, 

equipment and/or cargo 

System operation  systems are designed for use 

with commonly known oper-

ating systems 

 upgrades are straightforward 

with the availability of auto-

mated deployment tools 

 differing and possibly proprie-

tary operating systems, often 

without built in security capa-

bilities 

 software changes must be care-

fully made, usually by software 

vendors, because of the special-

ized control algorithms and pos-

sible involvement of modified 

hardware and software 
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Resource constraints  systems are specified with enough 

resources to support the addition 

of third-party applications such 

as security solutions 

 systems are designed to support 

the intended operational proc-

ess and may not have enough 

memory and computing re-

sources to support the addition 

of security capabilities 

 

Operational technology (OT) systems dif-

fer from traditional information technology (IT) 

systems. OT is hardware and software that di-

rectly monitors/controls physical devices and 

processes. IT covers the spectrum of technolo-

gies for information processing, including 

software, hardware and communication tech-

nologies. Traditionally OT and IT have been 

separated, but with the internet, OT and IT are 

coming closer as historically stand-alone sys-

tems are becoming integrated. Disruption of the 

operation of OT systems may impose signifi-

cant risk to the safety of onboard personnel, 

cargo, damage to the marine environment, and 

impede the ship’s operation. 

Based on [27], we present in the table 1, 

typical differences between IT and OT systems. 

There may be important differences between 

who handles the purchase and management of 

the OT systems versus IT systems on a ship.  

Usually IT departments are not involved in 

the purchase of OT systems. The acquisition of 

such systems should involve the mechanical 

engineer, who knows about the impact on the 

onboard systems but will most probably only 

have limited knowledge of software and cyber 

risk management. 

In accordance with the ISPS Code, the 

ship is obliged to conduct a security assess-

ment, which includes identification and eval-

uation of key shipboard operations and the 

associated potential threats. Therefore, the 

ship’s security plan may need to include ap-

propriate measures for protecting both the 

equipment and the connection. 

 

 

Table 2 Differences between IT and OT [12] 

Attribute IT OT 

Privacy High Low 

Message integrity Low-Medium Very High 

System Availability Low-Medium High 

Authenticate Medium-High High 

Proof of the integrity High Low-Medium 

Time Critically Days Tolerated Critical 

System Downtime Tolerated Not Acceptable 

Interoperability Not Critical Critical 

Computing resources Unlimited Very limited with older pro-

cessor 

Software changes Frequent Rare 

Worst case impacts Frequent Loss Data Equipment Destruction 

 

 

Due to the fast adoption of sophisticated 

and digitalized onboard OT systems, considera-

tion should be given to including these proce-

dures by reference to the SMS in order to help 

ensure the ship’s security procedures are as up-

to-date as possible. 

Lack of physical and/or cyber security at a 

supplier within their products or infrastructure 

may result in a breach of corporate IT systems 

or corruption of the ship OT/IT systems. 
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3. IDENTIFY THREATS AND 

VULNERABILITIES AGAINST 

CYBER SECURITY POINT OF 

VIEW 

Usually the experts in cybercrime try to 

identify what are the motivations for attackers, 

because these are necessary to establish the 

cyber security threat levels.  

In the last years, attackers made a wide-

spread influx of Ransomware all over the 

world, especially with a vew of having access 

at data companies. 

In the maritime industry there are various 

suppliers involved in the international shipping 

operations, and for these reasons they are po-

tential threats in the maritime supply chain and 

also pose a potential vulnerability in the chain 

[20]. 

Mapping the threats landscape we can 

identify the vulnerabilities arising from IT and 

OT systems. 

The vulnerabilities of a system can relate 

to seven domains, as specified in the guidelines 

for the Protection of Industrial Systems on a 

ship published by the Maritime Affairs Direc-

torate [17].  

 

 

Fig.3. Responsible for ship cybersecurity [9] 

In the shipping industry there are different 

types of threats that can be targeted at a specific 

maritime company, commercial ship or fleet. 

Having in mind the vulnerabilities of mari-

time industry regarding cyber-attack, most of 

the crew members need to be training in cyber 

security. This conclusion result from the survey 

made in 2016 [9]. 

During the last 3 years, one of the main 

objectives of the International Maritime Or-

ganization (IMO) is marine safety and the pro-

tection of cyber security for the shipping indus-

try. 

IMO amended two of their general secu-

rity management codes to explicitly include 

cyber security [11]. 

The European Union, through the Direc-

tive (EU) 2016/1148, has outlined the measures 

for a high common level of security of network 

and information systems across the Union from 

May 2016. The instructions include EU ports 

but not vessels [8]. 

Experts in cyber security from different 

maritime-concerned parties of the private and 

public sectors published different articles re-

garding maritime cyber security, such as the 

European Network and Information Security 

Agency (ENISA) [26], the International Mari-

time Organization (IMO) [11], the guidelines 

published by BIMCO [2], while the Det Norske 

Veritas (Norway) and Germanischer Lloyd 

(Germany), under acronym DNV-GL, pub-

lished very good recommended practice as well 

[29]. 

The principal risk against cyber security is 

represented by the increased connectivity be-

tween OT onboard ships by digitalization. 

 

 

Fig.4. Cyber attacks in shipping industry [23] 

In the Figure 4 we illustrate the different 

types of threats in the shipping industry, result-

ing from the survey made by Baltic and Inter-

national Maritime Council (BIMCO) [19]. 

From Figure 4 it results that the respon-

dents mentioned that 77% represented attacks 

by malware and 57% by phishing. 

It is important to achieve the integration of 

the digital communication of ships with head-
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quarters  in order to monitor the ships’ parame-

ters like engine performance, management for 

cargo, loading and unloading and stow plan-

ning also. These systems provide data which 

can be exploited by cyber criminals. 

 

 

Fig.5. Vulnerability of the OT systems re-

garding cyber-attacks [23] 

Some IT and OT systems are remotely ac-

cessible and may operate with a continuous 

internet connection for remote monitoring, data 

collection, maintenance functions, safety and 

security. These systems can be “third-party 

systems”, whereby the contractor monitors and 

maintains the systems from a remote access. 

These systems could include both two-way data 

flow and upload-only.  

Systems and work stations with remote 

control, access or configuration functions 

could, for example, be: 

 stability decision support systems; 

 cargo handling and stowage, engine, 

and cargo management and load plan-

ning systems; 

 hull stress monitoring systems; 

 bridge and engine room computers and 

work stations on the ship’s administra-

tive network; 

 navigational systems. 

 

4. MARITIME CYBER THREAT 

SCENARIOS 

4.1. Hacking the HSMS 

In this section we present several cyber   

attack scenarios based on known OT vulner-

abilities. 

Following the discussions with experi-

enced commanders and mechanical officers 

regarding some vulnerability of the existing OT 

systems in the ship and extrapolating the con-

sequences of cyber-attacks resulted in the sce-

narios that we present below. 

 

Fig.6. Principal OT systems interconnected 

on a ship [33] 

In the figure 7 we present part of connec-

tion between OT systems on ship. 

 

 

Fig.7. Connection between OT systems on 

ship [18] 

 

 

 

Fig.8. Connections between OT systems like 

navigation with propulsion and cargo [16] 

 

A possible interdependence between Bal-

last Management and Thrust Management re-

sults from the figure 8. 

Similar to classical Open Systems Inter-

connection model (OSI) [3], in figure 9 we 

present the NMEA 2000 which consists in few 

communication layers.  
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Fig.9. Typical NMEA 2000 diagrams [32] 

The hardware and software used for satellite 

communication were analyzed by the pen-tester 

expert Ken Munro [31], who found that the ad-

ministration interface was done over unen-

crypted HTTP and unencrypted telnet protocols. 

Electronic Crane Equipment and Main 

Ballast System compose the Cargo manage-

ment, systems that usually are automatized on 

ships. Onboard loading computer and other 

computers used for an exchange of loading 

information, provide stability control and load 

plan updates with the marine terminal and ste-

vedoring company.  

NMEA networks are used to communicate 

between OT systems on ship and it was proven 

that there is no encryption, authentication, in-

tegrity on this communications.  

The system that is responsible for measur-

ing various forces acting on the hull is repre-

senting by Hull Stress Monitoring System 

(HSMS) that uses electronic strain gauges and 

accelerometers to feed data to on board moni-

toring systems. 

The cargo ships are designed with certain 

limits of the load for each force type, and every 

excess strain is detected when we have the 

loading operations, alarming the crew to take 

action when the limit values are exceeded. In-

adequate loading of the warehouses of the ship 

can lead to sagging or hogging phenomena (see 

figure 12). 

 

 

Fig.10. The possible forces which bends the 

hull 

In general, the ship's crew, during ship 

loading operations, rely on automatic stress 

monitoring systems, and thus there is a likeli-

hood that a hacker will be able to manipulate 

loading data that is fed to and from the loading 

monitoring system. The hacker has two alterna-

tives, first by compromising the communica-

tion network through a phishing attack, and the 

second by directly attacking the existing satcom 

unit on the ship. The system being altered the 

operation of loading the ship will continue, 

without the occurrence of alert alarms regard-

ing exceeding values. 

It is possible for the hacker to display on 

the monitor forces that correctly indicate the 

ship's loading, but in reality the forces will be 

altered in value. 

Based on the discussions with those oper-

ating the commercial vessels, a number of risks 

have been identified to exist within the OT 

systems of the ship, namely: 

•the existence of Windows XP / 98/95 op-

erating systems, which represent versions with-

out technical support of antivirus protection; 

•communication between OT systems is 

done without data encryption; 

•the access to the data transmitted between 

the ship and the headquarter is achieved with-

out a minimum of protection of checking the 

authorization of the transmitter//receiver the 

respective data. 

 

4.2. Hacking the Container Load Plan or 

altering the EDIFACT message 

The crew of the ship are using the USB 

pen drives or a floppy disks, for giving infor-

mation regarding the Container Load Plan, 

when handling the containers from the dock to 

the ship. 

In order to be able to alter the ship's plan-

ning system or modify the loading plan, we 

must understand the complexity of the 

EDIFACT messaging system that is used to 

create ship loading and container storage plans. 

The EDIFACT messaging system consists 

of the many electronic messages exchanged 

between the transport lines, port authorities, 
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terminals and ships. The EDIFAC messaging 

system has many versions, and between them 

there are significant differences. 

 

 

Fig.11. Container arrangement inside the 

ship 

In general, hackers are less interested in 

destabilizing ships, but, for them, it is of inter-

est to redirect containers for theft of goods. 

A sample EDIFACT message might look 

like this: 

 

 

Fig.12. Sample EDIFACT message [36] 

To change EDIFACT one needs only to 

manipulate the segment values inside the mes-

sage. 

An example consists in manipulating con-

tainer weight and ship balance, and we can 

alterate the text in this way: 

MEA+AAE+VGM+KGM:1550.7′ or 

MEA+AAE+VGM+LBR:5550’ 

VGM is the Verified Gross Mass, KGM is 

kilos and LBR is pounds.  

By altering the values from kilograms to 

pounds, the ship may be heavier or lighter, and 

the ship loading planning software will deter-

mine the location of the container in an inap-

propriate area, thus affecting the stability of the 

ship. 

Another example consists in changing the 

attributes for a container that needs special 

handling, maybe by indicating that it is explo-

sive: 

ATT+26+AGR:DGATT:306+XS:DGAG

R:306′ - describes the existence of explosive 

materials. 

We can change the message :  

ATT+26+AGR:DGATT:306+S:DGAGR:306′ 

 

 

Fig.13. Hull failure incident on the MOL 

Comfort [34] 

 

 

 

Fig.14. Computing longitudinal strength and 

ship stability [35] 

A potential cause of the MOL Comfort 

breaking in two in the middle area of the ship 

could be improper loading of containers, or the 
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existence of a crack or structure defect in the 

hull area, or the validity of both hypotheses. 

It is possible that the loading programs 

now allow the mates to compute longitudinal 

strength. 

5. CONCLUSIONS 

Most cyber-attacks that take place in the 

shipping industry remain confidential. Cyber 

security experts have a duty to shed light on 

possible cyber-attack scenarios on the maritime 

industry and to expose the vulnerabilities of OT 

systems to such attacks. The virtual scenarios 

of cyber-attacks on the ship's systems highlight 

the financial damage they cause to shipping, 

maritime and port infrastructure, as well as the 

risk of loss of life. 

In this paper we presented the risks of a 

cyber-attack given by the manipulation of the 

HMSC system as well as the alteration of the 

EDIFACT messages. 

At the same time, there is the possibility of 

altering the EDIFACT messages regarding the 

billing, which gives the hacker the opportunity 

of a financial fraud by changing the message 

regarding the bank account number for the de-

livery of the money. 

In conclusion, the integrity of the messages 

EDIFACT OR BAPLIE is essential  in order to 

avoid financial losses as well as the safety of 

container transport. 

The main objectives of the shipping indus-

try regarding the cyber-attack are to ensure that 

no malicious act can endanger the operation of 

the ship. 

“80 percent of the cybersecurity incidents 

could have been prevented if single users were 

able to recognize the threat. It is vitally impor-

tant to educate the crew on board in order to 

raise awareness about the vulnerabilities arising 

from human error.” 
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