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ABSTRACT

This paper examines the critical cybersecurity landscape faced by maritime SMEs en-
gaged in Ship Design, analysing their vulnerability to various cyber threats including
ransomware, phishing attacks, and supply chain compromises. Through a comprehensive
review of recent industry reports, regulatory frameworks, and cybersecurity incidents, we
identify key risk factors and assess their potential impact on SMEs' operations, reputa-
tion, and competitive advantage. Our analysis reveals that maritime SMEs face dispro-
portionate challenges in cybersecurity due to resource constraints, complex supply chain
relationships, and the increasing sophistication of cyber threats targeting intellectual
property. The paper presents a structured approach to cyber risk management based on
established frameworks, emphasizing the protection of valuable intellectual property
while maintaining operational efficiency. We propose practical recommendations for im-
plementing robust cybersecurity measures within the resource constraints typical of
SME:s, including strategies for threat detection, incident response, and recovery planning.

Keywords: intellectual property protection; SME risk management; maritime cyber risks; naval design
innovation; cybersecurity; supply chain security; operational technology; cyber resilience.

1. INTRODUCTION

The maritime sector plays a vital role in
sustaining societies and economies through
the movement of people and essential goods,
including energy and food. Over 85% of
global goods [1], and more than 74% of
goods traded between the EU and the rest of
the world [2] are shipped by sea.

Within this industry, Small and Medium
Enterprises (SMEs) specializing in naval
architecture, engineering, and advanced ship
technologies are key players, driving innova-
tion in areas like ship design, propulsion sys-
tems, digital advancements, and development
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of complex maritime systems [3]. Their con-
tributions are particularly significant in the
European maritime sector, leading to the
development of green and autonomous ship
technologies [3].

As SMEs increasingly adopt digital tools and
technologies in naval design—from Computer-
Aided Design (CAD) software to integrated ship-
building systems— they face significant challeng-
es. The topmost areas are intellectual property (IP)
protection and cyber risk management [4]. The
stakes are particularly high because a company’s
intellectual property often represents its primary
competitive advantage and the culmination of
years of research and development [5].
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Given the international nature of ship-
building, the complexity of enforcing IP
rights across different jurisdictions poses
significant challenges [4]. Inadequate IP pro-
tection can lead to the loss of valuable inno-
vations, particularly when competing with
nations that may not have robust IP enforce-
ment mechanisms.

Moreover, these last few years, SMEs have
become prime targets for cyberattacks aimed at
disrupting operations, stealing intellectual prop-
erty, or engaging in industrial espionage [6] but
often lack the resources and expertise to fully
address the threats.

The truth is that the mix of operational
technology (OT) and information technology
(IT) in modern ship design further exacer-
bates the sector’s vulnerabilities. As ships
become more connected through digital net-
works, the attack surface expands, making it
easier for cybercriminals to infiltrate sensi-
tive systems [7]. Incidents like the NotPetya
attack on Maersk in 2017, which resulted in
over $300 million in losses, illustrate the
devastating impact that cyberattacks can
have on the maritime sector [6].

This paper aims to discuss the critical
need for enhanced cyber risk management
within SMEs in naval design and engineer-
ing. It will examine the role of these enter-
prises in maritime innovation, explore the
nature of intellectual property in ship design,
analyze key cyber threats for the industry,
and provide guidance on mitigating the risks.

2. THE ROLE OF SMES IN NAVAL
DESIGN AND ENGINEERING

While a precise count is difficult, it's safe
to say that there are thousands of shipyards,
well over a hundred thousand marine archi-
tecture and engineering companies, and mari-
time equipment suppliers operating globally.
The industry is constantly evolving, with
new facilities and existing ones expanding to
meet the growing demand for ships and
services.

With over 300 shipyards and 22,000
maritime equipment suppliers in Europe
alone, SMEs provide a significant portion of
the innovative technology used in modern
shipbuilding, supporting around 900,000
highly skilled jobs [5]. As such, these busi-
nesses can be considered vital players, par-
ticularly in naval design and engineering,
producing unique prototypes and equipment
not found elsewhere. It goes without saying
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that the intellectual property generated is of
immense value.

According to SEA Europe (The Shipyards
& Maritime Equipment Association of Europe),
European maritime equipment manufacturing
companies hold more than 50% of the global
market share, while European shipyards hold
the most expensive order book. SMEs in naval
design specialize in developing cutting-edge
technologies, such as propulsion systems, navi-
gation equipment, hull designs, and other vital
maritime installations. These companies spe-
cialize in building the most intelligent, safe, and
efficient vessels on the market, including pas-
senger ships, research vessels, fishing vessels,
offshore vessels, naval ships, and submarines
[3]. Unlike larger corporations that might focus
on mass production, SMEs are often involved
in highly personalized projects, delivering solu-
tions tailored to the specific needs of their cli-
ents. This is made possible by the significant
investment in research, development, and inno-
vation, with many dedicating more than 9% of
their turnover to these activities [5]. The com-
plex nature of naval design, where most vessels
are built as prototypes, requires special atten-
tion to IP protection. Without adequate safe-
guards, these innovative companies risk losing
their competitive edge and technological ad-
vancements to competitors through counterfeit-
ing or industrial espionage.

3. INTELLECTUAL PROPERTY IN
NAVAL DESIGN

Intellectual Property is a cornerstone of the
naval design and engineering sector, particular-
ly for Small and Medium Enterprises (SMEs)
that drive innovation. IP in this context includes
ship designs, propulsion systems, navigation
technologies, software crucial for the creation
and operation of advanced vessels, etc. [3].

Companies in naval design often rely on
patents, trade secrets, and copyrights to safe-
guard their innovations and technical
knowledge [5]. For example, the intricate
design and construction techniques used in
building specialized vessels, such as research
ships, naval vessels, and autonomous ships,
are highly valuable and proprietary. Without
robust IP protection, these companies risk the
unauthorized replication of their designs,
leading to a loss of market share and a de-
cline in technological leadership.

However, the complexity of the maritime in-
dustry, involving various stakeholders in the de-
sign, construction, operation, maintenance, and
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repair of vessels and equipment, requires careful
consideration of trade secrets and IP rights. It is
essential to balance the need for operational in-
formation with the protection of sensitive IP. As
SEA Europe points out, it is crucial "to ensure that
through the acquisition of a vessel or a piece of
equipment, the buyer receives the necessary in-
formation for the operation and maintenance of
the product but avoiding the transfer of sensitive
information under IP protection from the ship-
builder or product supplier" [5].

To address these challenges, the industry
has developed specific standards and practic-
es. For example, the IMO implemented the
Ship Construction File Industry Standard
(SCF 1IS) in 2016. This standard contains
information about vessel design and con-
struction necessary for ensuring safety
throughout its operational lifetime, including
documents subject to high IP protection. To
safeguard IP, sensitive documents are stored
at an onshore Archive Centre rather than
included in the onboard Ship Construction
File [5]. This approach helps limit the trans-
fer of sensitive information during the ves-
sel’s lifecycle, protecting the shipbuilder's
and equipment supplier's proprietary
knowledge.

Furthermore, industry associations advo-
cate for enhanced IP regulations to safeguard
maritime technology. SEA Europe, repre-
senting European shipyards and maritime
equipment suppliers, has called for improved
international cooperation to control counter-
feit products installed onboard vessels, espe-
cially in regions where IP infringements are
prevalent [5]. Additionally, SMEs are en-
couraged to adopt cybersecurity measures as
part of their IP protection strategy, given the
increasing risk of cyberattacks targeting digi-
tal assets and design files [8].

Recent developments in digital technolo-
gies have further complicated IP protection
in the naval design sector. The integration of
autonomous systems, artificial intelligence,
and Internet of Things (IoT) devices into ship
design has increased the volume of digital IP
assets. These digital assets, which include
software codes, algorithms, and data, are
highly susceptible to cyberattacks and indus-
trial espionage [9]. A breach in cybersecurity
can lead to theft of sensitive design infor-
mation and economic losses as well as dam-

age to the company’s reputation [10].
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4. COMMON CYBER THREATS IN
THE MARITIME INDUSTRY

4.1 Overview of the Maritime threat
landscape

Due to the continuous digital
transformation, integration of advanced
technologies such as the Internet of Things
(IoT), autonomous systems, and cloud
computing, the maritime industry became
increasingly vulnerable to a growing number
of cyber threats.

The maritime environment consists of
numerous interconnected stakeholders and
infrastructures, including authorities, ports,
maritime and insurance, shipbuilding companies,
banks, supply chains, and other critical sectors,
along with both physical and cyber assets. This
interconnected nature of modern ships and
maritime infrastructure, combined with a
complex global supply chain, has expanded the
industry's attack surface, making cyber risk
management a critical concern. Moreover, due to
this interdependence, a cyber-attack on any
single entity can result in widespread
repercussions throughout the entire maritime
ecosystem. Cyber risks in the maritime sector
have the potential to affect not only business
operations but also the safety of vessels, crew
members, and cargo [7].

As noted by ENISA [11], "Cybercriminals
are responsible for the majority of attacks on
the transport sector (54%), and they target all
subsectors."

Cyber threats in the maritime industry are
diverse and range from traditional IT-related
risks to newer risks targeting operational
technology (OT), such as ship navigation and
control systems. Although the maritime
sector faces numerous cyber threats,
ransomware attacks have emerged as one of
the most devastating and costly challenges
facing the industry.

4.2 Ransomware and malware attacks

Ransomware and malware attacks have
increasingly  targeted  both  maritime
companies and ports, with these attacks
locking critical systems or encrypting data
until a ransom is paid. This accounted for
over 38% of observed incidents during the
reporting period 2021-2022 [11] with threat
actors often exploiting web applications,
software vulnerabilities, and poorly protected
network interfaces.
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For SMEs in naval design and engineering,
ransomware attacks present a particularly severe
threat due to their potential to encrypt and deny
access to critical intellectual property, including
vessel designs, technical specifications, and
proprietary engineering solutions. The business
impact of such attacks can be catastrophic for
smaller enterprises that may lack robust backup
systems or incident response capabilities.
Nonetheless, the impact of ransomware attacks
extends beyond immediate operational disruption.
When targeted against SMEs in naval design,
these attacks can compromise not only the victim
organization's intellectual property but also
sensitive information about vessel capabilities,
security features, and critical systems.

The interconnected nature of maritime
operations further compounds the risk since
SMEs often collaborate with larger shipyards,
classification societies, and maritime authorities,
sharing sensitive design data through various
digital platforms. A ransomware attack on an
SME could potentially compromise this broader
ecosystem, leading to both immediate financial
losses and long-term reputational damage that
could be particularly devastating. One of the most
prominent examples of this type of attack
occurred in 2017 when the NotPetya ransomware
hit Maersk, one of the largest shipping companies
in the world, causing approximately $300 million
in damages and severely disrupting global
shipping operations [6].

Although ransomware attacks often cause
the most visible damage, they frequently begin
with a more subtle threat: phishing attacks.
These social engineering tactics serve as the
initial entry point for many of the most serious
cyber incidents in the sector.

4.3 Phishing and social engineering

Phishing and social engineering attacks
are also common, as cybercriminals use
fraudulent communication methods to trick
employees into granting access to sensitive
systems by luring them into clicking
malicious links or revealing credentials.

In the naval design sector, these attacks
frequently aim to gather credentials for accessing
sensitive technical documentation or to deploy
malware into design and engineering systems. The
effectiveness of these attacks is enhanced by the
complex network of stakeholders in the maritime
industry, making it easier for attackers to
impersonate legitimate business contacts. Once
access is gained, attackers can move through
networks to compromise mission-critical systems, a
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particularly dangerous prospect given the growing
prevalence of remote access to ships’ systems [12].
Verizon’s 2024 Data Breach Investigations
Report highlights that phishing remains a leading
cause of initial breaches, with the human element
contributing to nearly 68% of breaches across
industries, including maritime [13].

While phishing usually targets individual
employees, an even broader vulnerability
exists in the complex web of relationships
that characterize maritime operations. The
industry's reliance on extensive supply chains
creates additional attack vectors that
malicious actors are increasingly exploiting.

4.4 Supply chain vulnerabilities

The maritime industry's heavy reliance on
global supply chains has made it highly
vulnerable to supply chain attacks, where
threat actors infiltrate third-party vendors or
service providers to gain access to critical
systems. Several incidents have
demonstrated how susceptible the entire
maritime ecosystem is to attacks on ports,
shipbuilders, and logistics companies [6]. In
naval design, such attacks might target
software development tools, computer-aided
design systems, or third-party engineering
services. The risk of such attacks has grown
with the prevalence of zero-day exploits and
supply chain vulnerabilities, where flaws in
third-party software can be exploited to
launch ransomware and extortion attacks
[13]. The impact can be severe, as
compromised supply chain elements could
introduce vulnerabilities into vessel designs
or compromise the integrity of critical
systems before they are even deployed.

Beyond the IT infrastructure and supply
chain vulnerabilities, a particularly concerning
trend has emerged in the maritime sector: the
targeting of operational technology systems.
These attacks represent a shift from purely
digital threats to those that can directly impact
physical operations.

4.5 Operational technology (OT) attacks

Operational technology (OT) attacks,
which directly target the systems that control
physical processes such as navigation and
propulsion, have become an increasing
concern. As vessels and ports further
integrate IT and OT, these attacks are
becoming more frequent. The potential for
cybercriminals to compromise OT systems,
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such as disabling a ship’s steering or causing
cargo handling systems to malfunction,
presents serious safety risks. Also, with the
increased use of Low Earth Orbit (LEO)
satellite networks to improve vessel
connectivity, the potential attack surface
widens, providing cybercriminals with greater
opportunities to infiltrate OT and IT systems
through backdoor vulnerabilities [14].

The 2023 survey by DNV showed that 60%
of maritime professionals expect cyberattacks
on OT systems to result in physical harm or
vessel collisions in the near future.

The geopolitical landscape also influences
cyber risks in the maritime sector. For
instance, during the Ukraine war in 2022,
vessels crossing the Black Sea and the Sea of
Azov experienced a series of cyber-attacks,
including GPS interference, AIS spoofing,
and communications jamming [11].

4.6 Insider threats

Another threat not to be overlooked is the
insider threat, as it poses a significant risk to
intellectual property, particularly with the
widespread  adoption of  cloud-based
collaboration tools. Insider threats can be
both intentional actors (who knowingly cause
harm) and unintentional actors (who may
inadvertently expose sensitive information).
The threat is amplified by the ease with
which employees can transfer sensitive
design files and technical documentation
using cloud services such as WeTransfer,
Google Drive, or personal email accounts.

In the context of naval design, insider threats
present a unique challenge because employees
inherently require legitimate access to valuable
intellectual property, including detailed technical
specifications,  design = documents,  and
proprietary engineering solutions. The modern
design workflow, which relies heavily on cloud-
based file sharing and collaboration tools, creates
an environment where sensitive data can be
exfiltrated with minimal technical barriers. This
situation is particularly problematic because the
actions involved in IP theft often mirror
legitimate work activities, making detection
extremely challenging.

The ability to quickly and discreetly
transfer large amounts of technical data
through cloud services makes insider threats
a significant concern for SMEs in naval
design, who must balance the operational
benefits of cloud-based collaboration tools
with the need to protect their intellectual

property.
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The prevalence of insider threats
highlights a broader issue within maritime
cybersecurity: the critical importance of the
human factor. This brings us to one of the
industry's most persistent challenges: the
need for comprehensive security awareness
and training.

4.7 Training and compliance challenges

There is a widespread lack of
cybersecurity awareness within the maritime
industry. Many employees, particularly at the
operational level, are not sufficiently trained
in cybersecurity best practices. This lack of
training creates vulnerabilities, as simple
human errors can expose companies to
significant risks [7].

Although  organizations like the
International Maritime Organization (IMO)
and IACS have developed cybersecurity
guidelines, there is still no unified global
regulatory  framework  for  maritime
cybersecurity, especially for existing
infrastructure. As a result, many companies
remain uncertain about how to implement
best practices and ensure compliance with
evolving standards.

The gaps in training and compliance
contribute to a larger concern that affects all
maritime  organizations: the  growing
financial burden of cyber incidents.
Understanding these costs is crucial for
justifying investment in  cybersecurity
measures.

4.8 Financial impact of cyber threats

The financial losses incurred due to
cyber incidents are often substantial,
stemming not only from ransom payments
but also from downtime, damage to
infrastructure, and loss of revenue. Given the
continuous nature of maritime operations, the
financial ramifications of a cyberattack are
severe. Studies reveal that the average cost of
a cyber breach in this sector has risen
significantly, with some estimates suggesting
a 200% increase in recent years due to the
escalation of ransomware and other extortion
tactics. The financial burden is exacerbated
by the challenge of obtaining comprehensive
cyber insurance, as many maritime
organizations struggle to meet the eligibility
requirements due to gaps in cyber risk
management maturity [ 14].

Understanding the various types of cyber
threats facing the maritime industry is
crucial, but equally important is recognizing
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their comprehensive impact on maritime
organizations, particularly SMEs. The
consequences of security breaches go far
beyond immediate financial losses, affecting
operations, reputation, and long-term
business sustainability. As we examine these
impacts in detail, it becomes clear that
security breaches in the maritime sector
create ripple effects that touch every aspect
of an organization's operations, from day-to-
day activities to strategic planning and
market position.

5. IMPACT OF SECURITY
BREACHES

The impact of security breaches on Small
and Medium Enterprises (SMEs) operating in
the maritime industry can be both extensive
and multifaceted, encompassing financial,
operational, and reputational consequences.

According to the 2024 Cost of a Data Breach
Report [15], the global average cost of a data
breach reached USD 4.88 million, a significant
increase over previous years, driven largely by
business disruption and the high costs associated
with post-breach recovery efforts. For SMEs in ship
design, where intellectual property and operational
technology (OT) integrity are paramount, these
costs are particularly devastating, as the financial
burden can far outweigh an SME’s available
resources, impacting its long-term viability.

One primary financial consequence of
security breaches is the direct cost of data
recovery, system repair, and regulatory fines,
which are often exacerbated by an SME's
limited cybersecurity infrastructure. These
immediate expenses are heightened by
longer-term  financial losses, including
potential litigation, fines from regulatory
bodies, and the cost of implementing
enhanced security measures post-breach.
IBM's findings highlight that business
disruptions and post-breach expenses can
total as much as USD 2.8 million in lost
business, further emphasizing the
vulnerability of SMEs that rely on
continuous operations. For companies that
are unable to swiftly recover, these costs can
lead to severe revenue loss and, in extreme
cases, business closure.

The financial burden is exacerbated by the
challenge of obtaining comprehensive cyber
insurance, as many maritime organizations
struggle to meet the eligibility requirements
due to gaps in cyber risk management
maturity [14] and the increasing frequency of
attacks.
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Operational disruptions resulting from
security breaches can severely impact an SME's
ability to meet project deadlines and maintain
client relationships [16] especially because
there is often a need to halt ongoing projects to
assess and mitigate security vulnerabilities,
leading to project delays and potential
contractual penalties. For SMEs, which may
not have the resources to maintain redundant
systems or advanced recovery strategies, these
disruptions can be catastrophic, resulting in the
inability to fulfil contracts and meet client
expectations. Delays can strain partnerships and
hinder future business opportunities. Moreover,
in a sector where  project-specific
customizations are common, any delay or
breach of trust can discourage repeat business,
impacting the SME’s long-term viability.

Reputational damage following a security
breach can be particularly severe. The
interconnected nature of maritime operations
means that a breach affecting one
organization can have cascading effects
throughout the supply chain. Entire supply
chains can be disrupted through a security
breach originating in an SME, as evidenced
by high-profile incidents like the NotPetya
attack on Maersk, which resulted in weeks of
operational downtime and hundreds of
millions of dollars in losses [16].

Trust and reliability are essential in the
maritime industry, particularly when working
with  sensitive data and proprietary
technologies. A security breach can lead
clients, partners, and classification societies
to question a company’s ability to safeguard
sensitive information, weakening existing
relationships  and  deterring  potential
customers. This loss of trust is difficult to
rebuild and can hinder a company’s ability to
secure future projects or funding.

Furthermore, legal and regulatory
consequences of security breaches have
become increasingly significant. With the
implementation of stricter cybersecurity
regulations and data protection requirements,
organizations face potential fines and legal
liabilities following a breach. For SMEs, the
cost of regulatory compliance and potential
penalties can represent a substantial burden
on their resources.

However, the impact of security breaches
extends beyond immediate financial and rep-
utational losses. In the context of naval de-
sign, compromised intellectual property can

have long-term strategic consequences. The
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loss of proprietary design information can
erode competitive advantages. Cybercrimi-
nals and state-sponsored attackers often tar-
get SMEs for proprietary information, partic-
ularly in innovative sectors such as ship de-
sign [6]. Once stolen, intellectual property
can be exploited by competitors or malicious
actors, effectively nullifying an SME’s com-
petitive advantage and jeopardizing years of
investment in research and development but
may also be posing risks to national security
in cases involving naval or defence-related
ship designs.

6. CYBER RISK MANAGEMENT
FOR SMES

Small and Medium Enterprises (SMEs) in
the maritime industry, particularly those en-
gaged in naval design and engineering, are
increasingly vulnerable to cyber threats due
to their reliance on digital technologies and
limited resources. Thus, implementing effec-
tive cyber risk management is essential to
protect their operations and intellectual

property.

6.1 Framework implementation and gov-
ernance

SMEs in the maritime industry are vulnera-
ble to various cyberattacks, including ransom-
ware, phishing, and attacks on their operational
technology (OT) systems [6]. According to
ENISA [11], maritime cybersecurity must be
treated holistically, addressing IT and OT sys-
tems while considering the complex interac-
tions between physical and cyber assets.

One of the most effective ways for SMEs
to manage cyber risks is by adopting estab-
lished cybersecurity frameworks, such as the
National Institute of Standards and Technol-
ogy (NIST) Cybersecurity Framework [17]
or the International Organization for Stand-
ardization (ISO) 27001 standard [7]. These
frameworks provide a structured approach to
identifying, assessing, and mitigating cyber
risks. They also encourage companies to de-
velop incident response plans and ensure that
systems and data are protected against poten-
tial cyber threats.

The Baltic and International Maritime
Council (BIMCO) and ENISA’s approach to
cybersecurity management are based on the
NIST Risk Management Framework. This
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framework provides a structured methodolo-
gy that identify assets and threats, assess vul-
nerabilities, estimate risk exposure, develop
protection measures, establish contingency
plans, and create incident response proce-
dures. It is particularly relevant for SMEs in
naval design, where protecting intellectual
property is crucial.

The importance of framework implemen-
tation is illustrated by several significant in-
cidents in the maritime sector. For instance,
COSCO's successful defence against ran-
somware in 2018 demonstrates the value of
following established frameworks. Their
Americas region remained operational due to
proper implementation of NIST framework
principles, particularly network segmenta-
tion, while other regions suffered significant
disruptions [11].

6.2 Asset identification and risk assessment

The first step of an efficient risk manage-
ment process is the identification of critical
assets and weak points. This is also essential
for protecting SMEs' IP in ship design, fo-
cusing on valuable data like design files,
R&D, technical specifications, and proprie-
tary engineering processes. Digital assets
may also include software codes, algorithms,
and data highly susceptible to cyberattacks
and industrial espionage.

The critical nature of asset identification is
highlighted by the 2020 Port of Long Beach
assessment, which discovered over 200 ex-
posed industrial control systems connected to
the internet without proper security controls.
The assessment revealed multiple OT sys-
tems using default passwords and unencrypt-
ed communications, with 25% running out-
dated software versions with known vulnera-
bilities. Similarly, a 2021 Mediterranean
Shipping Company audit across 30 vessels
identified 150+ unpatched navigation sys-
tems with direct internet connectivity,
demonstrating the importance of regular as-
set assessment and vulnerability identifica-
tion [6].

Organizations must also identify potential
threats, vulnerabilities, and risks to these
assets, considering internal and external
threat actors. This includes mapping data
flows, understanding system dependencies,
and documenting the organization's role
within the broader maritime supply chain.
This step also includes assessing weak points
in network access, remote collaboration
tools, and third-party vendor relationships.
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SMEs can use risk assessments, audits, and
asset inventories to prioritize high-risk assets
and align their cybersecurity efforts to pro-
tect the most valuable resources.

Clear governance structures and security
plans should be established to cover both physi-
cal and cyber domains. Organizations should
develop and maintain comprehensive security
plans, including roles and responsibilities, asset
ownership, and specific security responsibilities.
This structured approach helps maintain an ac-
ceptable level of risk across physical, cyber, and
hybrid threats. Business Impact Analyses and
regular risk assessments are also essential ele-
ments of this phase, supported by Key Perfor-
mance Indicators (KPIs) and Key Risk Indica-
tors (KRIs) to ensure that both physical and cy-
bersecurity aspects are continually monitored
and evaluated [11].

Supply chain security is another critical
aspect, especially for SMEs that rely on a
network of contractors, suppliers, and service
providers. Managing third-party risks in-
cludes conducting security assessments of
partners, establishing clear security require-
ments in contracts, and monitoring partner
compliance with these requirements [5]. Giv-
en the increasing frequency of supply chain
attacks in the maritime sector [11], SMEs
must carefully assess the security practices of
all entities with access to sensitive design
data or critical systems, ensuring that these
external relationships do not compromise the
organization’s IP security.

6.3 Protection strategies and controls

Once critical assets are identified, a compre-
hensive protection strategy should be imple-
mented. At its foundation, this strategy requires
robust access control mechanisms, including
multi-factor authentication (MFA) and strong
password policies. Network segmentation plays
a crucial role in creating secure boundaries that
limit unauthorized access to sensitive systems.

The effectiveness of robust protection strate-
gies is demonstrated by the 2019 Hamburg Port
Terminal incident, where multi-layer authentica-
tion systems and network segmentation success-
fully thwarted a concentrated attack on cargo
management systems. The properly implement-
ed zero-trust architecture prevented lateral
movement when attackers attempted to com-
promise systems through third-party logistics
software [11]. This case exemplifies how com-
prehensive protection strategies can prevent op-
erational disruption even when initial access is
achieved.
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For SMEs in ship design, protecting intellec-
tual property demands particular attention to
securing computer-aided design (CAD) systems,
simulation software, and other specialized design
tools through secure configurations and regular
security updates.

Data encryption forms another vital layer
of protection, especially critical when sensi-
tive design files are stored or shared in cloud
environments. The increasing adoption of
cloud-based services in ship design, while
offering cost-effective storage and collabora-
tion opportunities, requires additional securi-
ty considerations. SMEs must carefully eval-
uate cloud services to ensure that they im-
plement appropriate security controls, main-
tain compliance with data protection regula-
tions, and address data residency require-
ments.

Protection measures must also extend to
operational technology (OT) systems through
secure configurations and protocols for re-
mote access, thereby minimizing exposure to
external threats.

However, technical controls alone are
insufficient. A structured approach to security
governance, incorporating mandatory policies,
standards, procedures, and baselines, provides
the baseline for comprehensive protection. This
governance structure must be supported by regu-
lar employee training and awareness programs to
address the human element of security [14].

All personnel, including third-party con-
tractors, must understand their roles in pro-
tecting intellectual property, handling sensi-
tive data, recognizing security threats such as
phishing attempts, and following established
security protocols. This human-centric ap-
proach is fundamental in reducing cybersecu-
rity risks, particularly those stemming from
human error. By combining technical con-
trols, governance structures, and human
awareness, SMEs can establish a robust de-
fence against cyber threats while maintaining
efficient design operations.

Although protection measures form the
first line of defence, they cannot guarantee
complete security. This reality necessitates
robust detection capabilities that can identify
potential security incidents before they esca-
late to major breaches.

6.4 Detection capabilities and monitoring

The next step is detection. Detection ca-
pabilities represent a crucial component of
cybersecurity defense, requiring a compre-
hensive approach to identifying potential

© Galati University Press, 2024



The Annals of “Dunarea de Jos” University of Galati

Fascicle XI

security events before they escalate into seri-
ous incidents. This involves implementing
sophisticated monitoring tools that provide
real-time alerts for unusual activity across IT
and OT systems. Central to this detection
strategy is the deployment of Intrusion De-
tection Systems (IDS), which are specifically
configured to flag unauthorized access at-
tempts and monitor traffic patterns that might
indicate an impending breach.

The consequences of inadequate detection
capabilities are starkly illustrated by the 2017
Maersk NotPetya attack, where lack of ade-
quate monitoring allowed malware to spread
for 7 hours before detection, ultimately af-
fecting 49,000 laptops and 1,000 applications
across 600 locations [6] [16]. Conversely, the
2020 Port of San Diego breach demonstrates
both the value and limitations of detection
systems - while early detection identified
anomalous encryption activities, incomplete
sensor coverage (affecting 60% of systems)
significantly hampered response effective-
ness.

A successful detection model requires
continuous monitoring through a dedicated
incident-handling team, responsible for fore-
casting, identifying, analyzing, and respond-
ing to security incidents. This team must im-
plement regular vulnerability scans and sys-
tem audits to proactively identify potential
weaknesses while establishing clear thresh-
olds for alerts that enable quick identification
and containment of threats before they can
compromise critical intellectual property or
disrupt operations.

The detection strategy must extend beyond
internal systems to encompass supply chain
vulnerabilities, a known risk in the maritime
sector. SMEs must implement monitoring prac-
tices that ensure their third-party partners com-
ply with established security protocols. This
includes regular security posture assessments of
contractors and suppliers, particularly those
with access to valuable intellectual property or
sensitive design data. Monitoring tools and
anomaly detection systems play a vital role in
identifying suspicious activity across these ex-
tended networks, enabling organizations to
detect potential security incidents early in their
lifecycle.

A key aspect of effective detection is the
establishment of baseline system behavior
patterns and clear definitions of what consti-
tutes suspicious activity. This includes moni-
toring access patterns to sensitive design
files, unusual data transfers, and unexpected
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system changes. Regular testing and refine-
ment of these detection capabilities ensure
they remain effective as threats evolve and
new technologies are adopted. By maintain-
ing comprehensive monitoring across all
systems and supply chain interactions, SMEs
can better protect their intellectual property
and maintain the integrity of their design
operations while quickly identifying and ad-
dressing potential security incidents.

6.5 Incident response planning

The response step implies a well-defined
incident response plan that enables a swift
and effective reaction to cyber incidents.
This plan must outline specific procedures
for isolating affected systems, containing the
breach, and mitigating potential damage to
digital assets and business operations. For
SMEs in ship design, where intellectual
property has significant value, the response
plan must prioritize the protection of sensi-
tive design data while maintaining business
continuity.

The CMA CGM ransomware attack in
2020 demonstrates the importance and chal-
lenges of incident response. While their team
executed a rapid response - shutting down
external access points within 15 minutes and
progressively closing e-commerce platforms
over 2 hours - booking systems remained
offline for 12 days, resulting in estimated
losses of $50M [11]. In contrast, the Europe-
an Container Terminal's 2021 response team
successfully contained a ransomware out-
break within 30 minutes through automated
containment procedures and immediate OT
system air-gapping, maintaining basic opera-
tions throughout the incident.

A designated incident handling team
should execute the response plan, following
established protocols for different incidents,
from ransomware attacks to intellectual
property theft. This team must be empowered
to make quick decisions about system isola-
tion, stakeholder communication, and im-
plementing mitigation measures. Clear com-
munication channels and escalation proce-
dures ensure that all relevant stakeholders,
including management, clients, and regulato-
ry bodies, are informed appropriately about
incidents and their potential impact.

The response strategy must also address
business continuity, ensuring that critical design
operations can continue even during incident
handling. This includes having predetermined
procedures for operating in a degraded mode
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while maintaining the security of intellectual
property and design data. The plan should detail
specific steps for different scenarios, such as
ransomware attacks targeting design systems,
data breaches affecting proprietary information,
or supply chain compromises that could impact
ongoing projects.

Regular testing of response capabilities
through cybersecurity drills and tabletop ex-
ercises is essential for maintaining readiness
[14]. These exercises should simulate various
scenarios specific to ship design operations,
allowing the incident handling team to prac-
tice their roles and identify potential gaps in
the response plan. By regularly reviewing
and updating response procedures based on
exercise outcomes and lessons learned from
actual incidents, companies can continuously
improve their ability to handle cyber inci-
dents effectively while protecting their valu-
able intellectual property and maintaining
critical business operations.

After containing and responding to an
incident, organizations face the critical chal-
lenge of returning to normal operations. The
recovery phase represents not just technical
restoration, but an opportunity to strengthen
security posture and rebuild stakeholder
confidence.

6.6 Recovery and business continuity

The recovery phase focuses on restoring
normal operations and ensuring business
continuity following a cyber incident, with
particular emphasis on protecting intellectual
property and maintaining client trust
throughout the recovery process. For SMEs
in ship design, this phase requires a compre-
hensive recovery plan that addresses both
technical restoration and business relation-
ships.

The 2019 Port of Barcelona attack pro-
vides a model for effective recovery, achiev-
ing full-service restoration within 48 hours
through the implementation of prepared
business continuity procedures and validated
backup systems [11]. Key success factors
included segregated backups, practiced re-
covery procedures, and established commu-
nication protocols.

Similarly, the Mediterranean Port Authority's
2022 recovery efforts demonstrated the im-
portance of forensic analysis in preventing future
incidents, as it led to the identification of the
initial compromise through third-party mainte-
nance software and subsequent implementation
of enhanced monitoring systems [14].
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The cornerstone of effective recovery is
the secure restoration of systems and data
from verified backups. This process must be
methodical and secure, ensuring that restored
design files and technical documentation
maintain their integrity while preventing the
reintroduction of any malware or vulnerabili-
ties that may have contributed to the initial
incident. A thorough post-incident analysis
must be conducted to detect any remaining
vulnerabilities, and necessary improvements
should be made to prevent similar incidents
in the future.

Recovery efforts must align with regulatory
requirements and industry standards. Additional-
ly, organizations must document all recovery
activities, maintaining detailed records of securi-
ty assessments, incident responses, and system
modifications to demonstrate compliance and
support future improvements.

Clear communication with stakeholders is
crucial during the recovery phase. SMEs
must establish and maintain transparent
communication channels with clients, part-
ners, and regulatory bodies throughout the
recovery process. This includes providing
realistic timelines for service restoration and
regular updates on progress, which helps
rebuild trust and maintain business relation-
ships. Regular testing of recovery protocols
through drills ensures that organizations can
execute their recovery plans effectively when
needed, minimizing operational downtime
and maintaining client confidence.

Financial considerations also play a vital
role in recovery planning. SMEs should con-
sider cyber insurance as part of their recov-
ery strategy, as it can provide crucial finan-
cial support and additional resources during
the recovery process.

Engagement with industry associations,
such as the International Association of Clas-
sification Societies (IACS), can provide val-
uable guidance on recovery best practices,
particularly through standards like UR E26
and E27, which enhance overall security pos-
ture and support effective recovery
capabilities.

6.7 Limitations and challenges

Adhering to cybersecurity frameworks
like NIST provides structured guidance and
reduces cyber risks but does not guarantee
complete protection from incidents. Attack-
ers continuously develop new tactics that can
circumvent even robust security measures,
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particularly in complex environments where
IT and OT systems intersect, as seen in the
maritime industry. Human error remains a
significant vulnerability, with misconfigura-
tions or phishing scams often leading to
breaches, despite training and access con-
trols. For SMEs, limited resources can create
protection gaps, leaving critical assets under-
monitored. Furthermore, frameworks address
known risks, but unknown (zero-day) vulner-
abilities still pose threats that can bypass
existing defences. While cybersecurity
frameworks are essential for establishing a
strong security posture, they must be part of
a broader, adaptive strategy involving con-
tinuous updates, threat intelligence, and pro-
active incident response.

7. CONCLUSIONS
The increasing digitalization of the
maritime industry, particularly in naval

design and engineering, has created
unprecedented opportunities for innovation
while simultaneously introducing significant
cybersecurity challenges for Small and
Medium  Enterprises.  This  research
demonstrates that maritime SMEs face a
complex threat landscape that endangers both
their operational resilience and valuable
intellectual property (IP), which often
represents  their  primary  competitive
advantage in a global market [16].

Our analysis reveals that the convergence
of information technology (IT) and
operational technology (OT) in modern ship
design has expanded the attack surface,
making SMEs particularly vulnerable to
sophisticated cyber threats. The financial
impact of security breaches poses an
existential risk as smaller enterprises often
lack resources for comprehensive
cybersecurity  programmes [15].  This
vulnerability is compounded by the
increasing frequency of ransomware attacks,
the  sophistication of supply chain
compromises, and the persistent challenge of
insider threats.

The research emphasizes that effective
cyber risk management for maritime SMEs
requires a holistic approach that balances
security needs with operational efficiency.
Established frameworks, such as NIST and
ISO 27001, provide a  structured
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methodology for protecting intellectual
property while allowing for the agility
essential to ship design innovation. However,
the success of these frameworks depends on
their adaptation to the specific constraints
and requirements of maritime SMEs,
especially those with limited resources.
Furthermore, this study highlights the critical
importance of supply chain security in the
maritime sector.

The interconnected nature of modern
shipbuilding  operations  means  that
vulnerabilities in one organization can have
cascading effects throughout the entire
industry. This interdependence necessitates a
collaborative approach to cybersecurity,
where SMEs work closely with partners,
suppliers, and classification societies to
establish robust security protocols and foster
trust.

Looking ahead, the maritime industry
must address several emerging challenges.
The increased adoption of autonomous
systems and Internet of Things (IoT) devices
in ship design will continue expanding the
cyber-attack  surface. Additionally, the
growing sophistication of state-sponsored
attacks on maritime IP necessitates greater
collaboration between industry stakeholders
and government agencies to develop stronger
defence mechanisms.

For future research, we recommend
exploring the potential of emerging
technologies such as artificial intelligence
and blockchain in enhancing maritime
cybersecurity, particularly for resource-
constrained SMEs. Further studies should
also evaluate the effectiveness of current
regulatory  frameworks in  protecting
maritime [P and investigate sector-specific
security standards that address the unique
challenges faced by naval design SMEs [14].

In conclusion, IP protection and ensuring
cybersecurity in maritime SMEs requires a
delicate balance between innovation and se-
curity. Success in this endeavour demands
not only technical solutions but a shift in
organizational culture, where cybersecurity is
seen as an enabler of innovation rather than a
barrier. As digital transformation progresses,
the ability of SMEs to safeguard their IP
while maintaining operational efficiency will
be increasingly critical to their survival and

success in the global maritime landscape.
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